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Want to Reduce Risk?
Then Don't Get Too
Caught Up in Procedure

Many companies believe that so long as employees follow

established procedures, the organization will achieve safe

operations and, therefore, business success. Unfortunately, it's not

that simple. Rarely does this way of thinking result in sustainable

safety or business performance across an organization.

Instead, companies should focus on risk reduction outcomes,

rather than simply completing tasks, to ensure real results. While

completing tasks may satisfy required compliance measures,

there is no guarantee this will bring the expected benefit to the

organization. Effectiveness ought to be assessed by the extent of

the resulting risk reduction, not simply by how well standards and

procedures are followed.
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Also, risk management and safety activities
should not be thought of as separate from
the company's business objectives. Choosing
safety versus production will result in
competing priorities within the organization.
Instead, organizations should have ‘safe
production’ in mind. Risk reduction

and safety initiatives should align with
operational strategy, which in turn ought to
align with business strategy to generate real

value for the business. (Figure 1)
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Figure 1. Aligning risk reduction to business performance

03



Achieving risk reduction outcomes that are
tied to business strategy can be done by
implementing an integrated framework

in which four key components — employee
mindsets and behaviors; organizational
governance and management; processes
and technology; and workers' capabilities
and competencies — continuously reinforce

each other.

Mindsets & Behaviors

Being safe is a 'lagging’ concept. It is

a partial reflection of how well risks

are managed. The fact is, effective

risk reduction can correlate to strong
safety performance, but strong safety
performance does not necessarily mean

risks are being effectively managed.

To foster pro-activity of efforts and
continuous improvement, there needs to
be a shift in the mindset of employees
from safety to risk (see Figure 2). While all
safety incidents can be prevented, it is not
possible to completely eliminate all risks

in an operational environment. Therefore,
risks need to be continually identified and
reduced, or at least kept in check, to ensure

safe operations.

SAFETY

"All incidents can be prevented"

"Management is responsible for
safety performance”

"Working safely is a condition of
employment”

"Employee involvement is critical”

"Safety affects me, my colleagues
and my community”

Also, psychologically the concept of risk is more personal to
employees than safety. Workers decide daily whether a risk is
acceptable to take, but they often see "safety” as the responsibility
of the company. Shifting the mindset of employees to risk-based
thinking ensures vigilance and reduces complacency, especially when

safety performance has been deemed acceptable.

RISK THINKING
"You cannot totally eliminate risk”

"Management is responsible for risk reduction, but everyone is
responsible for recognizing and communicating risks"

"Worker risk awareness is critical to working safely”

"You cannot realistically estimate risks without
involving the people doing the work"

"Risks affect people, quality, productivity and
ultimately business performance”




Governance & Management When doing so, companies should

Not all risks are equal. As Figure 3 indicates, some place sufficient emphasis on
risk events are less likely to occur but carry with them risks that can lead to large-scale
impacts that are potentially devastating (e.g. multiple incidents. In a global survey of

fatalities, prolonged equipment down-time, bankruptcy,  executives from 350 companies
etc.). Other risks are more likely, but have impacts that conducted by dss+ in the fall of

are much less severe (e.g. minor injuries, time off work, 2018, two-thirds of executives

etc.). Because an organization's resources are limited, acknowledge feeling safe when
those resources should be applied judiciously to ensure presented with data showing
maximum risk reduction. To do this, organizations need incident rates are low. This indicates
to have a clear understanding of their operational executives seem more concerned
risk profile, which is assessed against the commmon with short-term impacts and are
definitions of likelihood and impacts, and prioritize often not paying attention to other
focus and ownership of risks based on a defined important indicators of potential
tolerance. long-term significant events.

System Event Environmental Event Weather Event
New York Power Outage Gulf of Mexico Oil Spill Hurricane Katrina
Main Cause

Main Cause
Process incident/Explosion Natural Disaster

Main Cause
Software Bug and Human Error

1Bn
USD total
losses

283,000
Displaced
households

Unrepairable

ecological
damage

Security Event Quality Event Manufacturing Event
Hamoon Case, Saudi Aramco Hacking Knock-off Medicines Takata Airbag Recall
Main Cause Main Cause
Terrorism/Cyber Attack Fraudulent Product

30,000 €45B
Infected Company market
machines disruption

Main Cause
Poor Airbag Inflator Design

ignificant
damage to
business
reputation

$24B $1.3B

Potential Current
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Processes & Technology

Managing risks requires system thinking.
When conducting investigations of
safety incidents, root causes need to be

identified at the system level and addressed

accordingly to prevent re-occurrence. Failure

to identify and address system issues may

cause incidents to be repeated in the future.

By extension, to prevent the occurrence
of safety incidents, organizations need to
manage risks at a system level, recognizing
the interconnectivity of the various
processes that make up the system.
Effective risk management cannot be
achieved in silos. Unfortunately, many
companies seem to struggle with this.

In the same global survey of executives,
dss+ found that 44 percent of executives
acknowledge that gaps exist among their
existing systems preventing effective

integration.

Capabilities & Competencies

Ultimately, any safety management system
needs to be executed by people. It will

not result in desired outcomes without a
workforce that is capable and has the right
mindset and discipline to execute it, and
without the processes for managing

employee performance.

Leveraging the day-to-day operational
knowledge of front line personnel on the
shop floor or in the field is a key success
factor in any cultural transformation.
Organizations should recognize that these
personnel are a critical layer of protection
within their operations. These workers
are most familiar with the organization's
activities, equipment and processes, and
therefore the risks. They should be
appropriately engaged, empowered, and

supported.

Finally, it is important that leaders be "affective” in their approach

to risk management. Company executives should seek to foster a
trusting work environment, and their leadership style should
demonstrate humility and partnership with employees. They should
encourage bottom-up engagement with employees, not top-down

edicts from the C-suite.

Given the day-to-day demands on an organization it is easy to
adopt a 'check the box' mentality and assume that so long a
procedures are being followed, the company is operating safely and
productively. All too often, this false sense of security eventually
gives way to an incident that sends shockwaves throughout the
organization. By focusing more on risk reduction outcomes and
linking risk mitigation activities to the organization’s business
strategies, companies can realize improved operations and
productivity.
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